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iStatus is helps healthcare professionals when critical network services are 

unavailable and monitors for critical security events such as network 

disconnections or ARP poisoning attacks. 
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Overview 

iStatus Desktop™ - Network Monitoring for end users: 

 

Your business depends on network and cloud services.  Yet, 

when these services are down or unavailable, employees 

typically lack the troubleshooting skills or system permissions 

to diagnose problems.  These problems cause frustration for 

end users and for customers.  iStatus keeps everyone 

informed and provides immediate ROI for businesses by 

providing employees information they need. 

  

Easy to Understand - iStatus desktop has been designed to 

present clear information, telling end users if the problem is 

related to a service which is down, or to determine if the 

problem lies with the network or the ISP.  When problems are 

corrected, messages presented by iStatus are cleared 

automatically so users know the system is ready for use.  

  

iStatus helps  your team, reduces frustration and 

improves customer service! 
  

 

 

 

 

 

 

 

 

 

Features at a glance: 

  

 Monitor connectivity & critical 

network services from every PC  

 Inform non-technical users 

when cloud services are down 

reducing frustration 

 Wired or WiFi operation  

 Silent background testing 

doesn’t interrupt your team 

 Correct status - eliminates stale 

notification messages 

 Root-Cause analysis 

performed automatically to 

pinpoint problems 

 Enterprise ready features help 

IT quickly resolve issues. 
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Like having a technician built-in to every PC 

To help pinpoint problems quickly, iStatus includes an expert system to immediately 

determine the most likely root cause of a problem.  The result acts and thinks just like an 

educated technician who would be sitting at a PC troubleshooting a problem.  We 

encapsulated the business logic and troubleshooting process to build a system that helps 

recommend corrective actions that go far beyond the abilities of an average user.  iStatus 

Desktop combines network testing with historical data, cloud data, and triangulation (event 

correlation) to make recommendations to an average user that doesn’t need to understand 

how the system works.   

 

 

 

 

 

 

 

 

 

In point-of-sale applications iStatus helps keep customers happy and 

ARPWatch™monitors the network for ARP poisoning. 
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Simple, Powerful Monitoring & Tools - For Non-Technical Users 

Your users have a job to do, they are educated professionals - yet they can be stopped in their tracks 

by simple problems.  iStatus verifies that critical network resources are available, and tells end users 

when  

problems arise. 

Knowing the difference between a problem on one PC, and a problem with one cloud service or with 

a VPN connection eliminates guessing.  iStatus helps IT solve problems faster, and helping   

employees get their work done. 

 

  

Easy to understand user interface and tools help your IT department & end 

users. 
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Easy to configure and deploy - 

iStatus is easy to install, inexpensive, 

and easy to deploy to multiple 

machines.  Network managers can 

quickly add targets which can be 

monitored using ICMP (Ping), HTTP 

(web), or HTTPS (SSL Secure Web).  

Instead of having to adjust multiple 

parameters for each target, iStatus 

allows user to select the sensitivity of 

each target.  This simultaneously 

adjusts how often each target is 

checked, defines service levels for 

response times, and adjusts the 

allowable amount of loss or slowness before alerts are generated. 

  

System administrators can monitor hosts, and just log - not notifying end users, or can alert 

end users when hosts are down or slow. 

  

Settings are easily exported and imported into multiple machines eliminating tedious 

configuration on each PC. 

 

 

Dual Internet connections - no problem! 

iStatus has been designed to monitor failover Internet connections, and to alert users if the  

primary connection fails. 

 

 

 

  

 

 

  

Simple user interface allows system administrators to configure iStatus. 
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Easy to understand 

iStatus is highly valuable for remote healthcare clinics and remote offices which may rely on a 

backup Internet connection to maintain connectivity.   

  

iStatus monitors the network connection and notifies end users when the secondary 

connection is active.  This helps to alert users to reduce data usage when operating on a 4G 

cellular connection and allows staff to tell someone when a connection fails. 
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iStatus ARPWatch™ 

When your PC communicates on the network, at a very low level it uses a protocol called ARP to discover other devices.  

The problem is that ARP can be tricked, and the result is that instead of communicating with your gateway (router or 

firewall), your data can be intercepted by a hacker on your local network.  This is referred to as ARP poisoning.  ARP 

poisoning can be used to trick your PC to send data to a hacker who is on your network instead of sending it directly to 

your network gateway.  When this happens, the hacker can easily intercept your traffic. 

iStatus includes built-in technology to monitor ARP on your PC, and protect you against the most common form of ARP 

poisoning.  When ARPWatch is enabled, iStatus will monitor your PC and can detect if someone poisons your network. 

Understanding ARP and how ARP poisoning works is beyond the scope of this document, however you should read and 

remember these core things: 

When to use iStatus ARPWatch: 

 In normal operation, iStatus ARPWatch should only be enabled for PCs who are used in fixed locations.  For 

example PCs used in a Bank, Hospital, Retail store, office or in home can typically use iStatus ARPWatch to 

monitor the network and to alert users if ARP poisoning occurs. 

 You can use iStatus ARPWatch if your PC is on a WiFi network, but if you don’t travel with the PC.  This means 

that PCs used within a hospital, retail store, or business can use ARPWatch. 

 

When not to use iStatus ARPWatch: 

 You should not use ARPWatch on a PC that is used on multiple networks, or multiple WiFi networks.  For 

example on a laptop PC that you take home each day, or that is used while traveling.  Otherwise iStatus will 

generate an alert message each time a new network is seen. 

 

What does iStatus ARPWatch protect (and what it doesn’t protect)? 

 iStatus ARPWatch doesn’t encrypt your communications, it only monitors who you are communicating with on 

the network to make sure at a very low level, that your ARP table hasn’t been compromised. 

 iStatus ARPWatch only monitors the ARP entry of your default gateway. 

 iStatus ARPWatch does not monitor ARP entries for other devices or servers on your network. 
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How iStatus ARPWatch works -  

1. When iStatus is installed, it learns the MAC address of your gateway (router or firewall) and stores that 

information.  For that reason it is important to note that if you ever have a network failure, or you intentionally 

upgrade the local network gateway you will need to re-learn the MAC address within iStatus, as iStatus will 

generate an alert message when the MAC address of the default gateway changes. 

2. During normal operation, iStatus compares the stored MAC address with the MAC address being used.  In 

normal operations those two things always match and you never know these checks are being made. 

3. If a hacker poisons your ARP table, iStatus will alert the user letting them know that something is wrong.  This 

will never happen during network operation, so this alert can be configured in three different ways for different 

situations: 

a. OFF / DISABLED:  Disable  

b. MEDIUM SECURITY - Send Message / Allow Re-Learning:  

This setting monitors MAC address (fingerprint) of your default gateway.  There are two general 

conditions that can cause iStatus to generate an alarm.  One is if the gateway fails, and you replace it 

with a new device, and the other is if a hacker poisons the ARP table of your PC. 

When an ARP alarm is generated in this mode, a message is sent to the user.  The user then has the 

ability to ignore the message for a period of time, or they can select: 'Never remind me again'.  When 

the user selects this message, iStatus will re-learn the MAC address of the gateway, and all subsequent 

messages will be suppressed.  Users should only select ‘Never remind me again’ if they know that their 

gateway device (router or firewall) has been swapped out, otherwise they could be suppressing an 

active ARP poisoning attack. 

c. HIGH SECURITY - Send Message / Allow Re-Learning with Pin-Code: 

When an ARP alarm is generated in this mode, a message is sent to the user.  The user then has the 

ability to ignore the message for a period of time, or they can select: 'Never remind me again'.  When 

the user selects this message, iStatus will prompt the user for a pin-code.  When the pin-code is entered, 

iStatus will re-learn the MAC address of the gateway, and all subsequent messages will be suppressed.  

Users should only select ‘Never remind me again’ if they know that their gateway device (router or 

firewall) has been swapped out, otherwise they could be suppressing an active ARP poisoning attack. 

In this mode, if the pin code is not known, users can continue, allowing the security message to be 

bypassed with sticky on-screen alert.  When this is done, the users PC will work but they will have a 

visible warning window on-screen.  The warning window will remain on-screen until a pin-code is 

entered to bypass the onscreen message. 

d. EXTREME SECURITY:  Send Message & FULL STOP: 

This setting should be used with caution as it could be disruptive to the operation of the machine. 

For use only in high-security environments, this setting causes everything to stop for the user.  In this 

mode, the user cannot continue and cannot use their PC until they enter a pin-code.  This setting 

should be used with caution as it can be disruptive to users. 

When an ARP alarm is generated in this mode, a message is sent to the user.  The user then can only 

continue if they know a pin-code.  When the pin-code is entered, iStatus will re-learn the MAC address 

of the gateway, and all subsequent messages will be suppressed.  Users should only enter a pin-code if 

they know that their gateway device (router or firewall) has been swapped out, otherwise they could be 

suppressing an active ARP poisoning attack. 
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Simulated ARP poisoning event: 

In the attached screenshot you see iStatus Desktop running on a Windows 8 based PC.  Here, we have simulated an ARP 

attack by poisoning the ARP entry for the default gateway on the network. 

iStatus then generated the alert which is on-screen.  You can see the time taken to notice this by looking at the ping 

window in the upper left corner of the screen.  In this example iStatus ARPWatch was set to the MEDIUM setting 

allowing the end user to Re-Learn the MAC address of the default gateway (router or firewall). 

 

 

Simulated ARP Poisoning causes iStatus to generate an alert window. 
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iStatus ARPWatch is set to HIGH in this example, and prompts the user for a pin-code before allowing the MAC address 

of the default gateway to be Re-learned. 
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Simulating ARP Poisoning in Windows 7, 8, or 8.1: 

1. Open an elevated command prompt and type: 

netsh interface show interface 

 

This will produce output similar to this: 

C:\>netsh interface show interface 

 
Admin State    State           Type  Interface Name 
-------------------------------------------------------------------------------------------------------------- 
Enabled         Connected      Dedicated         VMware Network Adapter VMnet1 
Enabled         Connected      Dedicated         VMware Network Adapter VMnet8 
Enabled         Connected      Dedicated         Ethernet  

 

From this list document the name of the interface you wish to modify.  In our example this is: Ethernet 

 

2. Remove the current entry for this interface by running this command” 

netsh interface ip delete neighbors "Ethernet" "x.x.x.x" 

 

where you will need to substitute the IP of your default gateway for x.x.x.x 

example: 

 netsh interface ip delete neighbors "Ethernet" "192.168.1.1" 

 

3. Add the static entry for this interface by running this command: 

netsh interface ip add neighbors "Ethernet" "192.168.1.1" "ff-ee-dd-cc-bb-aa" 

 

4. This will break your connection to the Internet, and will cause iStatus to throw an ARPWatch alert (provided 

that iStatus is running and ARPWatch is enabled.  When you have completed testing, you may fix (un-

poison) your ARP cache by running this command: 

netsh interface ip delete neighbors "Ethernet" "x.x.x.x" 

where again, x.x.x.x is the IP which you poisoned in step-3 above. 

 

 

 

 

 

 


